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problems than engineering solutions based on viral and specific behavioral signatures 
and quarantine "sandboxes". 

 
REFERENCES 

1.  Khraisat A., Gonda I., Vamplew P., Kamruzzaman J. Survey of intrusion detection 
systems: techniques, datasets and challenges. Cybersecur. 2019. 2: 20.  

2.  Lin C., Lin Y.-D., Lai Y.-C. A hybrid algorithm of backward hashing and automaton 
tracking for virus scanning. IEEE Trans. Comput. 2011. 60(4): 594–601.  

3.  Walkinshaw N., Taylor R., Derrick J. Inferring extended finite state machine models from 
software executions. Empiri-cal Software Engineering. 2016. 21(3): 811–853.  

4.  Shen Z., Chen S. A Survey of Automatic Software Vulnerability Detection, Program 
Repair, and Defect Prediction Techniques. Security and Communication Networks. 2020. 
2020: 8858010.  

5.  Godefroid P., Levin M.Y., Molnar D. SAGE: Whitebox Fuzzing for Security Testing. 
Queue. 2012. 10(1): 20–27.  

6.  Kapitonova J., Letichevsky A. Algebraic programming in the APS system. In: ISSAC 90: 
Proc. Int. Symp. on Symbolic and Algebraic Computation. ACM, New York, 1990. P. 68–75.  

7.  Letichevsky A. Algebra of behavior transformations and its applications. In: Kudryavtsev 
V.B., Rosenberg I.G. (eds). Structural Theory of Automata, Semigroups, and Universal 
Algebra. NATO Science Series II. Mathematics, Physics and Chemistry. Vol. 207. 
Springer, 2005. P. 241–272.  

8.  Pulapaka H. Windows sandbox. Windows OS Platform Blog.  
9.  Letychevskyi O.O., Peschanenko V.S., Hryniuk Y.V. Fuzz Testing Technique and its Use 

in Cybersecurity Tasks. Cybernetics and Systems Analysis. 2022. 58(1): 157–163.  
 

 
M. Lenskyi, H. Mykhalchuk, Yu. Honcharova 

 
AN EXACT GPU-ACCELERATED ALGORITHM FOR THE SUBSET 

SUM PROBLEM 
 
The Subset Sum Problem is a well-known NP-complete problem that asks 

whether there exists a subset of a given set of integers that sums up to a given target 
value. This problem has many applications in cryptography, combinatorics, and 
optimization. However, finding an exact solution for large instances of the problem 
is computationally challenging, as the number of possible subsets grows exponentially 
with the size of the input set. 

An exact algorithm for solving the Subset Sum Problem with acceleration on 
GPU is proposed in this work. The algorithm is based on backtracking [1, p. 231], 
a general technique that explores the search space of possible solutions by recursively 
branching on each element of the input set. Pruning is utilized to restrict the exploration. 
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When the current partial sum surpasses the target value, the path is deemed infeasible, 
and the algorithm backtracks to explore alternative branches. Furthermore, if the sum of 
the current subset and the maximum achievable sum remaining falls below the target, 
the branch is abandoned to prevent exhaustive exploration of unproductive paths. 
These pruning rules allow the elimination of large portions of the search space that 
cannot contain a feasible solution. 

The algorithm consists of two phases: a breadth-first search (BFS) phase on 
CPU and a depth-first search (DFS) phase on GPU. In the BFS phase, the algorithm 
starts from the empty subset and expands it by adding one element at a time, following 
the order of the input set. The intermediate subsets and their sums are stored in a queue, 
and the pruning rules are applied to discard infeasible subsets. The BFS phase stops 
when a predefined depth limit is reached, or when the queue is empty, or when 
a solution is found. 

In the DFS phase, the data from the queue is transferred to the GPU memory, 
and a kernel with multiple threads is launched. Each thread performs a DFS on 
a different subtree of the search space, starting from a different subset in the queue. 
The DFS phase follows the same logic as the BFS phase, but it uses a stack instead 
of a queue to store the intermediate subsets. The DFS phase terminates when all 
the threads finish their work, or when a solution is found. 

The proposed algorithm was implemented in C# programming language using 
the ILGPU library, which provides a high-level abstraction for GPU programming. 

The proposed algorithm is an effective method for solving the Subset Sum 
Problem with acceleration on GPU. The algorithm exploits the parallelism and 
the memory hierarchy of the GPU architecture, and reduces the search space by 
applying pruning rules. The algorithm can be extended to solve other NP-complete 
problems that can be formulated as subset problems, such as the knapsack problem, 
the set cover problem, and the partition problem.  
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